
BY ORDER OF THE  

SECRETARY OF THE AIR FORCE 

 

HEADQUARTERS OPERATING INSTRUCTION 

 33-19 

25 SEPTEMBER 2015 

Communications and Information 

PRIVACY AND CIVIL LIBERTIESPROGRAM 

ROLES AND RESPONSIBILITIES 

COMPLIANCE WITH THIS PUBLICATION IS MANDATORY 

ACCESSIBILITY: Publications and forms are available on the e-Publishing website at 

www.e-Publishing.af.mil  for downloading or ordering. 

RELEASABILITY: There are no releasability restrictions on this publication. 

 

OPR:  SAF/AAII 

 

Supersedes:  HOI33-19, 17 January 2012 

Certified by: SAF/AAI 

(Mr. Kenneth E. Brodie) 

Pages: 17  

 

This instruction is applicable to all personnel at the HAF (includes Secretariat and Air Staff), 

including contractor personnel. Ensure that all records created as a result of processes prescribed 

in this publication are maintained IAW Air Force Manual (AFMAN) 33-363, Management of 

Records, and disposed of IAW the Air Force Records Disposition Schedule (RDS) in the Air 

Force Records Information Management System (AFRIMS).  Refer recommended changes and 

questions to the OPR HAFPM (usaf.pentagon.saf-aa.mbx.haf-privacy-office@mail.mil) on 

Air Force Form 847, Recommendation for Change of Publication. 

SUMMARY OF CHANGES 

This revision includes updates in the Privacy training requirements for organizations as well as 

inclusion of account lockout procedures for repeated digital PII breach incidents. The title for the 

HAF Privacy and Civil Liberties Officer (HAFPCLO) has been changed to HAF Privacy 

Manager (HAFPM) and Privacy Act Monitor (PAM) to Unit Privacy Monitor (UPM) to be 

consistent with the roles and responsibilities outlined in AFI 33-332, Air Force Privacy and Civil 

Liberties Program. It also changes the OPR to SAF/AAII. 

1.  Overview.  This Headquarters Operating Instruction (HOI) implements Air Force Instruction 

(AFI) 33-332, Air Force Privacy and Civil Liberties Program, AFMAN33-152, User 

Responsibilities and Guidance for Information Systems, AFI 33-115, Air Force Information 

Technology (IT) Service Management, AFI 33-324, The Air Force Information Collections and 

http://www.e-publishing.af.mil/
mailto:usaf.pentagon.saf-aa.mbx.haf-privacy-office@mail.mil
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Reports Management Program, and AFI 33-200, Information Assurance Management, and AFI 

33-141, Air Force Information Technology Portfolio Management and IT Investment Review. 

1.1.  HAF personnel and others whose personal information is collected and maintained by 

HAF offices are entitled to the full protection and rights established by the Privacy Act (PA) 

and DoD Privacy policies. In addition to being protected by this act, those who maintain 

information, which is stored within a System of Records, are legally responsible for carrying 

out the requirements of the PA.  Refer to Department of Defense (DoD) 5400.11-R, 

Department of Defense Privacy Act Program, definition of Personally Identifiable 

Information (PII) to identify information subject to this operating instruction.  The Office of 

Management and Budget Memorandum 07-16, Safeguarding Against and Responding to PII 

Breach, defined PII as information which can be used to distinguish or trace an individual’s 

identity, such as their name, social security number, biometric records, etc. alone, or when 

combined with other personal or identifying information which is linked or linkable to a 

specific individual, such as date and place of birth, mother’s maiden name, etc.  This HAF OI 

implements the Privacy Act but also the protection of personal information contained in non-

PA records. 

1.2.  The Director, Information Dominance and Chief Information Officer (SAF CIO A6) has 

designated the Office of the Administrative Assistant to the Secretary of the Air Force, 

Information Directorate, Policy and Information Support Division (SAF/AAII), as the HAF 

organization responsible to implement Air Force Privacy and Civil Liberties Program 

guidance and develop local procedures for Headquarters Air Force personnel assigned within 

the National Capital Region (NCR). Reference to NCR throughout this document uses the 

definition under section 2674(f)(2) of title 10, United States Code and refers to Headquarters 

Air Force organizations located in cities and units of government within the geographic 

boundaries of the District of Columbia; Montgomery and Prince George’s Counties in the 

State of Maryland; and the City of Alexandria, Arlington, Fairfax, Loudoun, and Prince 

William Counties in the Commonwealth of Virginia. 

1.3.  Air Force military, civilian, and contractor  shall comply with the requirements and 

practices governing the collection, maintenance, use, and dissemination of PII maintained by 

federal agencies IAW the E-Government Act of 2002 and Privacy Act of 1974, as 

appropriate. 

2.  Roles and Responsibilities. 

2.1.  The HAF Privacy Manager shall: 

2.1.1.  Serve as Privacy Manager for HAF organizations exercising the procedural and 

staff responsibilities in AFI 33-332, Air Force Privacy and Civil Liberties Program. 

2.1.2.  Train Unit Privacy Monitors (UPMs) on Privacy and Civil Liberties duty 

requirements. 

2.1.3.  Promote Privacy awareness throughout HAF. 

2.1.4.  Review messages, publications, and forms for compliance IAW AFI 33-332 and 

AFI 33-324. 

2.1.5.  Conduct biennial evaluations of PA program compliance in each 2-letter 

(directorate) for all Air Force organizations in the NCR.  These evaluations may be 
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conducted through staff assistance visits (SAVs) and utilize the Management Internal 

Control Toolset (MICT) checklist and the HOI self-inspection checklist. 

2.1.6.  Resolve complaints or allegations of PA violations arising in all Air Force 

organizations in the NCR, according to applicable provisions of AFI 33-332. 

2.1.7.  Review and process Privacy Act request denial recommendations. 

2.1.8.  Report findings and conduct inquiries (as necessary) of PII breaches within the 

HAF to the Air Force Privacy Officer. 

2.1.9.  Provide guidance to HAF UPMs and employees implementing a Privacy program. 

(Note: The Headquarters Information Management Directorate manages the HAF Information 

Technology (IT) Portfolio and supports Headquarters Air Force organizations not assigned to a functional 

Air Force IT Portfolio IAW AFI 33-141.) 

2.1.10.  Review and process SORNs owned by HAF organizations. 

2.1.11.  Provide guidance and support to the HAF organizations to ensure information 

systems which are developed to collect, maintain, process, or disseminate personal 

information conform to the Privacy Act, OMB, DoD, and AF requirements. 

2.2.  HAF Two-Letter Organizations shall: 

2.2.1.  Comply with this instruction IAW AFI 33-332, AFI 33-324, AFI 33-115, AFMAN 

33-152, and AFI 33-200. 

2.2.2.  Appoint in writing a primary and an alternate UPM to assist with implementation 

of the Privacy and Civil Liberties program in their organization. 

2.2.3.  Prepare and send an appointment letter to HAFPM, usaf.pentagon.saf-

aa.mbx.haf-privacy-office@mail.mil (a sample appointment letter is at Attachment 2). 

2.2.4.  Submit UPM changes as they occur, but not later than 5 duty days from the change 

event. 

2.2.5.  Authorize their UPM (HAF/ES for the Command Section offices of the Secretary 

of the Air Force and the Chief of Staff) to manage and monitor their Privacy and Civil 

Liberties program. 

2.2.6.  Promote Privacy awareness throughout the organization. 

2.3.  HAF UPMs shall: 

2.3.1.  Complete Privacy training within 60 days of appointment. Contact the HAF 

Privacy Office (usaf.pentagon.saf-aa.mbx.haf-privacy-office@mail.mil) for specific 

requirements and to schedule training. 

2.3.2.  Serve as the focal point in an organization for Privacy and Civil Liberties 

questions, reports, requirements, and correspondence. 

2.3.3.  Conduct periodic Privacy awareness campaigns to promote conscientious handling 

of PII. 

2.3.4.  Act as liaison between the organization and the HAFPM. 

2.3.5.  Contribute to the development, implementation or revision of: 

mailto:usaf.pentagon.saf-aa.mbx.haf-privacy-office@mail.mil
mailto:usaf.pentagon.saf-aa.mbx.haf-privacy-office@mail.mil
mailto:usaf.pentagon.saf-aa.mbx.haf-privacy-office@mail.mil
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2.3.5.1.  SORNs. 

2.3.5.2.  Paperwork Reduction Act submission packages for public information 

collections. 

2.3.5.3.  DD Form 2936, Request for Approval of DoD Internal Information 

Collections. 

2.3.6.  Assist and advise their organization’s IT investment Program Managers during 

development, implementation, or revision of: 

2.3.6.1.  DD Form 2930, Privacy Impact Assessment (PIA). 

2.3.6.2.  PIA timeline (120 days) prior to IT system deployment. 

2.3.6.3.  Justification when PIA is not required. 

2.3.6.4.  Privacy Act Statement (PAS), Privacy Statement, or Privacy Act Advisory 

(PAA). 

2.3.6.5.  Social Security Number (SSN) use reduction/elimination IAW AFI 33-332. 

2.3.7.  Provide policy and guidance regarding safeguarding against and responding to 

breach and loss of PII, PII Incident Reporting and Risk Assessments. 

2.3.8.  Conduct inquiries on reported Privacy Act violations, breaches, and complaints, 

including: 

(Note: The HAFPM will provide specific guidance for Privacy Act inquiry and reporting conventions) 

2.3.8.1.  Report actual or suspected violations within 1 hour of discovery of the actual 

or suspected PA breach to the United States Computer Emergency Readiness Team 

(US-CERT) at www.us-cert.gov (if suspected breach involves government systems) 

and to the HAFPM. 

2.3.8.2.  Provide incident report to the HAFPM within 16 hours of breach using the 

DoD Breach reporting template. 

2.3.8.3.  Conduct a risk based management assessment on the potential impact of 

each PA breach, present findings within 24 hours of breach discovery to senior-level 

official (Directorate or higher or military commander, O-6 or higher) and the 

HAFPM.  Findings will be used to validate decision to notify or not to notify affected 

individuals.  Complete notification of affected individuals, if required, within 10 work 

days after a PII breach is discovered. 

(Note: For specific requirements, refer to Attachment 5 of the HOI. Contact the organization UPM or 

HAFPM to schedule training.) 

2.3.9.  Provide role-based PII training for those individuals whose job duties require 

handling of PII on a routine basis. 

2.3.10.  Track and ensure currency of users’ annual Total Force Awareness Training 

(TFAT) Security Administration” (formerly Information Protection) (Privacy) course, 

through Advanced Distributed Learning Service (ADLS). 

2.3.11.  Provide and conduct specialized training for those individuals whose position or 

additional duties require frequent or routine handling of PII or supervision of personnel 

http://www.us-cert.gov/
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with such duties, individuals who will maintain a System of Records (SOR), and 

managers and decision makers. See definitions for system manager and system of records 

owners in Attachment 1. Training certificates and certification statements are required for 

role-based and specialized training requirements identified in paragraph 3.3. Annual 

Awareness Certification. 

2.3.12.  Review new and (or) revised publications and forms that gather information 

covered by the PA.  Concur or non-concur to indicate all responsibilities in AFI 33-332 

have or have not been met. 

2.3.13.  Assist and advise the records professionals on proper PA protection methods for 

records and to ensure the “Retention and disposal” section on a SORN is consistent with 

the corresponding tables and rules in the RDS. 

2.3.14.  Perform regular system reviews (no less than one per calendar year [CY]) to 

ensure administrative, technical, and physical safeguards are in place to protect records 

against PA loss or breach. For IT investments and SOR, advise the Portfolio owner of 

system changes resulting from these reviews. 

2.3.15.  Respond to any PA status reporting requirements from the HAFPM. 

2.3.16.  Conduct a Privacy program assessment based on the current MICT checklist and 

HOI self-inspection checklist to ensure Privacy program compliance. 

3.  Privacy Training Requirements. 

3.1.  HAF personnel must complete all required Privacy training within 60 days of assuming 

duties and repeat annually as necessary.  There are four types of program training: 

(Note: For specific requirements, refer to Attachment 5 of the HOI. Contact the organization UPM or 

HAFPM to schedule training.) 

3.1.1.  Orientation/Initial and annual training for all users. 

3.1.2.  Orientation/Initial and annual role-based PII training for UPMs and for personnel 

responsible for handling PII on a routine basis. 

3.1.3.  Specialized training for management and SOR owners. 

3.1.4.  Refresher/Remedial training for users who commit a PII breach. 

3.2.  Additional training may be directed and/or administered by HAFPM as needed on a 

case-by-case basis. 

3.3.  Annual Awareness Certification. 

3.3.1.  Any employee who is authorized access to or who manages PII as part of his/her 

official duties, or who is responsible for a SOR, shall annually sign a document 

acknowledging his/her understanding of the Privacy program requirements regarding 

access, use, and maintenance of PII. 

3.3.2.  Awareness certification statements (a sample statement shown in attachment 3) are 

prepared by the organization, signed (wet ink or digitally) by the individual, and 

maintained by the UPM.  Training certification and responsibility acknowledgement are a 

prerequisite and shall meet the DoD requirements outlined in OSD Administration and 

Management memorandum, June 5, 2009, Safeguarding Against and Responding to the 
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Breach of Personally Identifiable Information (PII). Awareness certification statements 

document the completion of all specialized training requirements, including the DISA 

CBT.  Submission of the DISA CBT certificate to UPM is optional for some personnel.  

Refer to AFI 33-332 for specific requirements involving contractors and Privacy Act 

clauses as required by the Federal Acquisition Regulation (FAR). 

Note:  PAMs are required to submit both awareness certifications statements and DISA CBT certificates. 

3.3.3.  Awareness certification statements are subject to inspection during reviews by Air 

Force Privacy Act Officials and Inspectors General staff. 

3.3.4.  At a minimum, the following employees are required to complete the awareness 

certification statement: 

3.3.4.1.  Knowledge operations managers. 

3.3.4.2.  Human resource specialists or other employees who perform military or 

civilian personnel management functions or duties 

3.3.4.3.  Security managers. 

3.3.4.4.  Law enforcement. 

3.3.4.5.  IT personnel (programmers/developers, system administrators, SharePoint 

site owners, etc.). 

3.3.4.6.  Owners and program managers of a SOR and/or IT investment. 

3.3.4.7.  Personnel who may be expected to deal with the news media or the public. 

3.3.4.8.  Supervisors or other personnel who handle performance reviews (to include 

branch chiefs, division chiefs, directors). 

3.3.4.9.  Individuals working with medical, personnel, financial, and security records. 

3.3.4.10.  UPMs and other personnel responsible for carrying out functions under this 

instruction. 

4.  Transmitting and Marking E-mail and Protecting Documents Containing PII. 

4.1.  Overview.  Digitally signing and encrypting Simple Mail Transfer Protocol (SMTP) are 

two measures used to secure PII for e-mail.  Email Encryption, Army Missile Research 

Development and Engineering Center Safe Access File Exchange (AMRDEC SAFE), and 

DoD Encryption Wizard (EW) are more secure tools to use which will reduce the threat of 

malicious misuse and breach of PII (see attachment 4). 

4.1.1.  Do not disclose personal information to anyone outside the DoD unless the 

information has been authorized for release. 

4.1.2.  Use document encryption via AMRDEC SAFE or Encryption Wizard (reference 

Attachment 4) to protect transmissions of PII approved for release and for storage of PII 

data at rest. 

4.1.3.  Apply PII banners when transmitting information protected by the PA or FOUO. 

4.1.4.  Place PII in an e-mail attachment and enable email encryption. 

4.1.5.  Ensure identity validation meets release requirements. 
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4.1.6.  Validate document encryption. 

4.1.7.  Retain confirmation/release information according to the RDS. 

5.  Account Lockout for Digital PII Breach Incidents. 

5.1.  HAF user accounts may be locked out for improperly transmitting unencrypted email 

that contains sensitive PII.  Based on AFMAN 33-152, User Responsibilities and Guidance 

for Information Systems (IS), user may lose network privileges for conduct that is 

inconsistent with IA policies and guidelines.  Network lockout includes immediate 

suspension of access to unclassified and classified ISs. 

5.1.1.  For repeat sensitive PII Breach incidents, the violator's account will be disabled. 

Account lockouts are triggered by the following conditions: 

5.1.1.1.  A violator causes three breach incidents within two years. 

5.1.1.2.  At Head of Agency-General Officer, Directorate” or Civilian Equivalent 

(GO/SES) or HAFPM discretion in the event of a high visibility breach. 

5.1.2.  In the event of a lockout, email notification will be sent to the violator’s 2-Ltr 

Workflow inbox and UPM (or organization Security Manager when no UPM is 

assigned). 

5.2.  To restore account access, the following actions must be accomplished: 

5.2.1.  Users responsible for a PII breach must complete remedial Privacy training. 

5.2.2.  The user’s Head of Agency-General Officer, Directorate” or Civilian Equivalent 

(GO/SES) sign reinstatement memo addressed to 844CS/CC through the HAFPM. 

5.2.3.  Upon receipt of reinstatement memo, the 844 CS reactivates the account. 

 

PATRICIA ZARODKIEWICZ 

Administrative Assistant 
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Attachment 1 

GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION 

References 

AFI 33-141, Air Force Information Technology Portfolio Management and IT Investment 

Review, 23 December 2008 

AFI 33-115, Air Force Information Technology (It) Service Management, 16 September 2014 

AFI 33-200, Information Assurance (IA) Management, 31 August 2015 

AFI 33-324, The Air Force Information Collections and Reports Management Program, 6 March 

2013 

AFI 33-332, Air Force Privacy and Civil Liberties Program, 12 January 2015 

AFMAN 33-152, User Responsibilities and Guidance For Information Systems, 1 June 2012 

AFMAN 33-363, Management of Records, 1 March 2008 

DoD 5400.11 R, Department of Defense Privacy Act Program, 14 May, 2007  

Office of Management and Budget Memorandum 07-16, Safeguarding Against and Responding 

to PII Breach, May 22, 2007 

Title 10 US Code, Armed Forces Subtitle A - General Military Law Part IV - Service, Supply, 

And Procurement Chapter 159 - Real Property; Related Personal Property; And Lease Of Non-

Excess Property, Sec. 2674 - Operation and control of Pentagon Reservation and defense 

facilities in National Capital Region, January 3, 2012 

Adopted Forms 

Air Force Form 847, Recommendation for Change of Publication 

DD Form 2930, Privacy Impact Assessment (PIA) 

DD Form 2936, Request for Approval of DoD Internal Information Collections 

Abbreviations and Acronyms 

ADLS—Advanced Distributed Learning Service 

AFI—Air Force Instruction 

AFMAN—Air Force Manual 

AFRIMS—Air Force Records Information Management System 

CY—Calendar Year 

DoD—Department of Defense 

FARMs—Functional Area Records Managers  

FOUO—For Official Use Only 

HAF—Headquarters Air Force 

HAFPM—HAF Privacy Manager 
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IAW—In Accordance With 

NCR—National Capital Region 

OPR—Office of Primary Responsibility 

UPM—Unit Privacy Act Monitor 

PA—Privacy Act 

PAS—Privacy Act Statement 

PIA—Privacy Impact Assessments 

PII—Personally Identifiable Information 

PKI—Public Key Infrastructure 

RCs—Records Custodians  

RDS—Records Disposition Schedule 

SMTP—Simple Mail Transfer Protocol 

SOR—System of Records 

SORN—System of Records Notice 

TFAT—Total Force Awareness Training 

US—CERT—United States Computer Emergency Readiness Team 

UPM—Unit Privacy Monitor 

Terms & Definitions 

Disclosure—To give information from a system, by any means, to anyone other than the record 

subject. 

Individual—A living US citizen or a permanent resident alien. 

National Capital Region (NCR)—Cities and other units of government within the geographic 

boundaries of the District of Columbia; Montgomery and Prince Georges Counties in the State of 

Maryland; and the City of Alexandria, Arlington, Fairfax, Loudoun, and Prince William 

Counties in the Commonwealth of Virginia (from 10 U.S.C. § 2674(f) (2)). 

Personal Identifier—A name, number, or symbol that is unique to an individual, usually the 

person‘s name or social security number. 

Personal Information—Information about an individual other than items of public record. 

Personally Identifiable Information—Information which can be used to distinguish or trace an 

individual‘s identity, such as their name, social security number, biometric records, etc. alone, or 

when combined with other personal or identifying information which is linked or linkable to a 

specific individual, such as date and place of birth, mother’s maiden name, etc. 

PII Breach—A PII breach is defined in AFI 33-332 as “actual or possible loss of control, 

compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any 
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similar term referring to situations where persons other than authorized users and for an other 

than authorized purpose have access or potential access to PII, whether physical or electronic.” 

Privacy Act of 1974 (5 U.S.C.A. 552a) is a Federal law that places restrictions on the federal 

government's collection, use, and dissemination of personal information 

Privacy Act Advisory—Text that informs an individual why the Privacy Act protected 

information is being solicited and how it will be used. 

Privacy Act Record—Any item, collection, or grouping of information about an individual that 

is maintained by an agency, which is retrieved by the name of the individual or by some 

identifying number, symbol, or other identifying particular assigned to the individual. 

Privacy Act Statement—Required when soliciting personally-identifying information by an Air 

Force web site or form; advising the individual of the authority, purpose, routine use, if 

disclosure is voluntary or mandatory, and any consequences of nondisclosure. 

Privacy Impact Assessment—A written assessment of an information system that addresses the 

information to be collected, the purpose and intended use; with whom the information will be 

shared; notice or opportunities for consent to individuals; how the information will be secured; 

and whether a new system of records is being created under the PA. 

Public Key Infrastructure (PKI)—A set of hardware, software, people, policies and procedures 

needed to create, manage, distribute, use, store, and revoke digital certificates.  PKI is an 

arrangement that binds public keys with respective user identities by means of a certificate 

authority. 

System Notice—See System of Records Notice (SORN). 

System of Records—A group of records under the control of a DoD Component from which an 

individual’s record is retrieved by the name or personal identifier. 

System of Records Owner—An individual who maintains a record protected under the Privacy 

Act 

System of Records Notice (SORN) /or/ Privacy Act System Notice—The official public notice 

published in the Federal Register of the existence, content, and Points of Contact for the SOR 

containing Privacy Act data. 

Simple Mail Transfer Protocol (SMTP)—The most widely used protocol to send messages by 

Message Transfer Agents on the Internet.  SMTP was designed to transfer mail independently of 

any specific transmission subsystem. 

System Manager—The official who is responsible for managing a system of records, including 

policies and procedures to operate and safeguard it. Local system managers operate record 

systems or are responsible for part of a decentralized system. 

 



HOI33-19  25 SEPTEMBER 2015   11  

Attachment 2 

SAMPLE APPOINTMENT OF UNIT PRIVACY MONITORS 

(Date) 

 

MEMORANDUM FOR SAF/AAII (Privacy Manager)  

FROM: (Sender Two-Letter Organization) 

SUBJECT: Appointment of Unit Privacy Monitor (UPMs) 

The following individuals listed below are appointed as UPMs for this organization.  UPMs will monitor 

the Privacy Act Programs for all assigned offices and perform duties in accordance with HOI 33-19. 

 

PRIMARY/NAME: RANK/GRADE: OFFICE SYMBOL: DUTY PHONE: 

E-MAIL: 

 

ALTERNATE/NAME: RANK/GRADE: OFFICE SYMBOL: DUTY PHONE: 

E-MAIL: 

 

Appointed monitors will complete training 60 days from the date of this letter and will contact SAF/AAII 

90 days prior to any OPR changes (ex. PCS, PCA, retirement, etc.).  

 

This letter supersedes previous letter, same subject. 

 

 

 

 

 

Signature Block 
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Attachment 3 

SAMPLE AWARENESS CERTIFICATION STATEMENT 

CERTIFICATION OF INITIAL/ANNUAL REFRESHER TRAINING 

PRIVACY ACT INFORMATION 

This is to certify that I have received initial/annual refresher training on my privacy and security 

responsibilities. I understand that I am responsible for safeguarding personally identifiable information 

that I may have access to incident to performing official duties. I also understand that I may be subject to 

disciplinary action for failure to properly safeguard personally identifiable information, for improperly 

using or disclosing such information, and for failure to report any known or suspected loss or the 

unauthorized disclosure of such information. 

 

_________________________    _________________________ 

(Signature)        (Print Name) 

 

_________________________    _________________________ 

 (Date)          (Office) 
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Attachment 4 

INSTRUCTIONS FOR USING AMRDEC SAFE AND ENCRYPTION WIZARD 

A4.1.  AMRDEC SAFE Protection:  The AMRDEC SAFE application is used to send large 

files to individuals, which would normally be too large to send via email. The AMRDEC SAFE 

application can be accessed via https://safe.amrdec.army.mil/safe/Welcome.aspx.  There are 

no user accounts for SAFE - authentication is handled via email and CAC.  Everyone has access 

to SAFE, and the application is available for use by anyone.  There are only a few differences 

between sending SAFE packages as a CAC user and sending them as a guest: 

• Guests are required to verify their email address after uploading each package 

• Guests cannot send packages to recipients that do not have a .mil or .gov email address 

• CAC users can add recipients in bulk using a semicolon-delimited list. 

A4.1.1.  Sending Files: SAFE is designed to provide AMRDEC and its customers an 

alternative way to send files other than email. SAFE supports file sizes up to 2GB. SAFE has 

received its Privacy Impact Assessment (PIA) and is authorized for UNCLASSIFIED USE 

ONLY, TO INCLUDE PRIVACY ACT DATA. 

Step 1:  There are two options to proceed from the SAFE homepage: ◦Proceed as CAC User - Select this 

option if you have a valid US DoD-issued CAC. Proceed as Guest - Select this option if you do not have a 

CAC . 

Step 2:  After selecting one of the options above, the page will be redirected to the package upload form. 

Fill in all the required input fields: Name, Email address (confirm email address, re-enter email address), 

Description of File(s), File(s), (Click the "browse" button to select your file(s). You may add up to 25 

files per package, so long as the total file size does not exceed 2GB), Deletion Date (select a date for the 

package to be deleted from SAFE. The maximum (which is also the default) is two weeks (14 days) from 

today. Provide an email address to give access to (Enter your recipient here and click "Add". CAC users 

may enter a semicolon-delimited list of emails in bulk so each recipient does not need to be added 

individually), Grant access to these people (This is the list of people you have granted access to the 

package. To remove a recipient, highlight their name and click the "Remove" button), Caveats (Default is 

"None"), Encrypt email message when possible (Attempt to encrypt the package's notification email to 

each recipient), Notify me when files are downloaded (You (the sender) will receive a notification via 

email when a recipient downloads the package), and Require CAC for pickup (Require the recipient to be 

logged in with a valid US DoD-issued CAC to download the file(s). Recipients without a CAC will not be 

able to download the package). 

Step 3:  Clicking the "Submit" button will upload the files and submit the package. Guest users will need 

to check their email to verify their email address before the recipients will be notified. No additional 

action is required by CAC users. 

Step 4:  After the package has been uploaded (and verified, if proceeding as a guest), each recipient will 

receive a link to the package download page as well as a password. These passwords are unique for each 

recipient (not the package), and will be disabled once SAFE detects that the user successfully downloaded 

https://safe.amrdec.army.mil/safe/Welcome.aspx
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each file within the package. Forwarding recipient and sender notification emails to anyone except the 

AMRDEC SAFE Team is strictly forbidden. 

A4.1.2.  Receiving Files: 

Step 1:  Recipients will automatically be notified via email when they have been added as a recipient to a 

package. The email they receive will contain a link and a password. Clicking on the link will take the 

recipient to a page where they will be asked for the password. The best way to enter the password is to 

copy it from the email and then paste it into the password box. 

Step 2:  After logging in, the recipient will be able to download all the files within the package. We 

recommend right-clicking on each file and selecting the "Save Target As" option to select the location to 

save the file to. 

Step 3:  After downloading every file within the package, the recipient will not be able to log back in to 

download the files again. Simply logging in or starting a download will not lock the user out. In order to 

be locked out, the recipient must successfully download every file within the package. 

A4.1.3.  Managing Files:  After uploading a package, the sender will receive a notification 

email with a link and a password. After accessing the link and entering the password, the 

sender will be able to manage their package: 

•  Adding Files:  The sender can upload additional files to the package. Recipients will receive an 

additional notice email informing them that the package has been updated. Recipients who have already 

downloaded the package will be allowed back in to get the additional files. 

•  Adding Recipients:  The sender can grant access to additional recipients to the package. 

•  Resending Recipient Notifications:  If a recipient lost or never received their notification to pickup the 

files, the notification can be resent. 

•  Checking Recipient Status:  The list at the bottom of the status page will show each recipient and 

whether or not they have downloaded the package. A download status of "False" means that they have not 

downloaded the package, whereas a download status of "True" means that they have. This feature is 

available regardless of whether or not the sender selected the "Notify me" on the upload page. 

A4.1.4.  Encryption Wizard: Information about Encryption Wizard is found in the Help Menu, 

manual, and the many documents (including whitepapers) found within 

http://spi.dod.mil/ewizard.htm.  The Air Force Research Laboratory offers additional 

information about Encryption Wizard upon request. 

A4.2.  Quick Start Guide:  •  If needed, download and install Oracle JRE from http://java.com. 

(Most computers already have Java.) 

•  Download EW-Public from spi.dod.mil/ewizard.htm or request EW-Govt from 

spi.dod.mil/ewizard_govt.htm. 

•  Open the .zip file and extract the contents.   

http://spi.dod.mil/ewizard.htm
http://java.com/
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•  Double-click the .jar file or type on a command line “java –jar EW-*-3.4.x{-FIPS}.jar” to start (using 

the appropriate exact filename). 

•  Optionally, in Windows click ‘Install’ under the Tools menu to make Encryption Wizard more user-

friendly. 

•  Drag-and-drop files/folders into the Encryption Wizard window. 

•  Select ‘Encrypt’ for individual files or ‘Archive’ for a many-to-one, compressed, and encrypted file. 

•  Enter your passphrase(s), smartcard*, or certificates(s) and optionally enter metadata.  

•  Your file is now encrypted. 

•  To decrypt, drag the .wzd / .wza file into Encryption Wizard and select ‘Decrypt’.  Or if installed, you 

may double-click the encrypted file. 
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Attachment 5 

HAF PRIVACY TRAINING REQUIREMENTS 

A5.1.  To meet the DOD and AF training requirements, HAF Privacy Training includes: 

A5.1.1.  Orientation/Initial and Annual Training (All Users) 

A5.1.2.  Role-based PII Training 

A5.1.3.  Specialized Training (SOR owners and supervisory personnel) 

A5.1.4.  Refresher/Remedial Training (for individuals who committed a PII breach) 

A5.2.  User Initial/Orientation and Annual Refresher Training includes: 

A5.2.1.  Completion of initial/orientation and annual Total Force Awareness Training (TFAT) 

Security Administration (formerly Information Protection) CBT(s) through ADLS 

(https://golearn.csd.disa.mil). 

A5.2.2.  Review of HAF visual aids, PII tri-fold, and other AF and DOD guidance (specified by 

HAFPM), as applicable. 

A5.3.  Role-Based PII Training includes (at a minimum):  Note 1: This training must be job 

specific and commensurate with an individual's responsibilities and includes, but is not limited 

to, personnel specialists, finance officers, special investigators, knowledge operations managers, 

public affairs officials, IT officials, security managers, managers and supervisors, and other 

personnel who are responsible for implementing or carrying out functions under this instruction.  

Role-Based PII training must be conducted as part of the orientation training and on annual 

basis for individual who meet the criteria. 

Note 2:  UPM must complete all Role-Based PII training, specialized training, and other introductory 

privacy course offered by the HAFPM. 

A5.3.1.  Users must complete an advanced Privacy course offered by DISA via CBT titled, 

“Identifying and Safeguarding Personally Identifiable Information” 

(http://iase.disa.mil/eta/online-catalog.html). 

A5.3.2.  Read HAF visual aids, PII tri-fold, and other AF and DOD guidance (specified by 

HAFPM), as applicable. 

A5.4.  Specialized Training includes (at a minimum):  Note: Personnel who are SOR owners 

or supervisors must complete initial and annual specialized training.     

A5.4.1.  Complete an advanced Privacy course offered by DISA via CBT titled, “Identifying 

and Safeguarding Personally Identifiable Information” (http://iase.disa.mil/eta/online-

catalog.html) 

A5.4.2.  Read the AFI 33-332, AF Privacy Program, HOI 33-19, HAF Privacy Act Program 

Roles And Responsibilities, AF Privacy Specialized Briefing, and other AF and DOD 

guidance (specified by HAFPM). 

A5.4.3.  If offered by AF, all users who are required to complete the specialized training 

should attend the face-to-face and/or classroom instruction. 

https://golearn.csd.disa.mil/
http://iase.disa.mil/eta/online-catalog.html
http://iase.disa.mil/eta/online-catalog.html
http://iase.disa.mil/eta/online-catalog.html
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A5.5.  Remedial Training:  Users who committed a PII breach or privacy violation, must 

complete the remedial training within 24 hours of breach reporting. 

A5.5.1.  Complete an advanced Privacy course offered by DISA via CBT titled, “Identifying and 

Safeguarding Personally Identifiable Information” (http://iase.disa.mil/eta/online-

catalog.html). 

A5.5.2.  Read HAF visual aids, PII tri-fold, and other AF and DOD guidance (specified by 

HAFPM), as applicable. 

 

http://iase.disa.mil/eta/online-catalog.html
http://iase.disa.mil/eta/online-catalog.html

